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Abstract: We consider a task of anomaly diagnosis from multiple sensor data. Our goal is to com-
pute the anomaly score of each sensor under conditions that sensor signals are of highly dynamic
and correlated natures, where existing techniques are less useful. We treat a set of sensor signals
as a graph stream, and decompose the graph into a set of neighborhood graphs. The anomaly score
is then defined based on a novel notion of neighborhood preservation. Applying to a real-world
sensor validation task, we demonstrate the utility of our approach.

Keywords: sensor data, anomaly detection, neighborhood graph

1 0ddd

obOoooO0oobOoobOooobooooooooan
oboobO0oobooboobooobooboooo
obooooooobooooooooooboooooo
booOoooooboooooooooboooooo
O [5,9,10, 11 0000000000000 ODOOO
gooobobooooooooooooboooooooo

goboooooboooobooooboooboooo
uboobooboobooboooboooboooo
oooooooboooobooboobooooooooo
00 (13,120 000000000000000000
uboobOooboobooboboooboooooo
goboooobooooooooobooboooooboooo
oobooooboooobooobooobooooobooon
gobooooboooboooboooboooobbooo
ooboboooboobooobooooboooboobooo
oobooooboooobooooboooooooooon
oobooooboooboooobooobooboobboono
oooo

gobooooboooboooboooobooooooo
oobooobooooooboooooooboobooboon
oobooobobooobooooboooobooil1o0oo
oboobooobooobooobobooobooboooo
gobooobooobOooooobobooooono
oobOooOoobooooboobOoobooOoooooono

*IBM 0000000, 242-85020 D00 0000OODO 1623-14,
e-mail: goodidea@jp.ibm.com.

IBM Research, Tokyo Research Labotarory, 1623-14 Shimo-Tsuruma,

Yamato-shi, Kanagawa 242-8502, Japan.

#of data points T
(a) reference data (b)

MW\M“W . Mw -
Hsrstiptonsotf Ao
s i AT e sote!
e e I PN P
N A
N N S N

O1fdoooooooooooog oooood
Oo000O0O0 ()ooooooDoOoOooooooooo
oood

0000000000000000000000000
0000000000000000000000000
0000000M0O0000000000000000
0000000000000000000000000
00000000000000 ()0 (h)00oOo0020
0000000000000000000000000
000000000000000000000
00000000000000000000000
000000000000000000000000
0000400000000

1.0000000D000000
2. 000000pDoo0oUooooooooooodg

3. 0000000000000000



4. 00O000OOOoO0OoOoDooOooobooOooo

ooboob0l1oooooooooobo1oo000oo0oo
gbobooooboboboooooboobobooooog
ooboooobooooooooobobooooobooboon
gooobobooooboooobooobboooobooboboo
uoboooobobooobooobooooooooboooo
gboboobOoboooobobooooooboo

oobobooooboobooobooooboooooo
00000000000 00000 Papadimitriold [8]
gooooooOoOoOOOOOOOOOPCADOOOO
oobooooboooobooooboooooooooon
0000000000000000000 Iden (4]0
gobooobooooboooobooooboooooo
oooOooMbS[lJ0oOOOOOO0OOOOOOoOoOoO
obOoobO0oobooboobooobooobooono
OOPCAO MDSOOODODODODDOOOOOOOOOO
gobooooboobooobooobboooooobobooo
l0o0oooooooooooobooooooooo
oobooooboooooooooboboooobooboon
gooobooooboboooooooon

uobooooobobooobobobooobooooo
obooobooooboooobooooooooboooo
ooboooooobooobooooobooobooooon
goboooobooooooooobbooooboooooo
uobooboboooobobooooboooooo
oob0o0OoobOooboooobOooobooobooOono
OO0 k00 [3,20000000000O0OOO0OOO
goboooobooobooboooboooooobbooo
uobooobooobooooobooooooboooo
oboobOoboomoboobooooboooboooonoo
ooboooobooooboooboooobooooobobooo
goooboobooooboboboooobooooooo

obobbooooboooboooobooooooo
ooooooboooo

2 0JOoo

gobobobboobobooooooooooonog
gooobooogn

21 0O00OO0ODOOO

oooO00o0ooobO0O0oOobDOo NDDOOOOooOD
gbooobOoboooobooboooobooooonog
NOOODODOOooOoOooTrToooooo 1oomoo
oobooooboboobDoooooONxTOOODOOO
uoboboooobobooooboobooobooobooon

000000000000000000000000O
0000000000000 00000000O0OOO
000000000 :0000000 (i=1,2,...,N)
0000t =1,2.,7)00000000 2P 00
0O0DODeRVNOOOOOOOOOOOOOOO
0000000000000000000000000
0000000000mMDO D0D0ONONOOOOO
000000000000000000000000

001@oO0o0o0000) o0Do0 booOODOO
00000000 DODDO0O0O0DNDDO0O0DDOag
oooooooooooooooboobooooooooo

000000000000000000 O0O000
0000 DO (4,/) 0000000, ;0000000
000004¢,;0000D0d,;0000000000

000000000 d;; 0000000000000
(1)vi00OOd;; =00()0000000000000
d;; ~00(3)0000000000000 d;; — ool
0000 200300000000000000000
000000000000000000000000
0000000000000000000000000
0000000000000 000000000000
0000000000000000000000000
ooQ

000000000000000000000000
00000000000d; =—logla;;] 000000
000 {e;,;,}000040 ;000000000000

T
1 t t
cij =7 o) — (@)l — ()]
t=1
gooo C'L,j/w/ci,icj,j DDDDDDDDDDD@CJ =
AT 2P 00000000000000 ay; = 6y
0000000046,00000000000 @

22 00O0O0O0OO

Ooo0oo0:0000k00000000000DO
O0oo00:00000000:00 k0O0CO0O0O0ODODO
ooooooog«.0o0000D00 1000000 kO
0000000000 k00000000 ON; 0000
ooooODOOO0k000OObOOODODOOOOO00o

O02¢0O0O0000)0D0pooO0+«0kO0ODDOO
000N, 0:00000000000000000 40
gbobooboobooooboboooobooboo

ooooooooo:.000000 k-0000DO0O
goooooo



A
JPoLN—

ety
A
e I ) p(ilé)
sensor __| weight k-NN H coupling |_'anomaly
signals matrix graph probabilities score

D p(ili)

N

s o, B
reference W-“"“""”"“Wﬂ"

Wt i, W

02000000

ooboooboooooobbooobooooooboog
uboobOoobOooboobOooboobooooo
oobooooboooobooooboooobooooon
gooobooooooobboobobooobooobobooo
O00o0oooooooooooo1000000o00oo
gobobOooobooooobooobooooobobooo
ooooboooobooooboooooobooooooon
goboooboooobooooooooooooooo
goboOoooboooooboboobooooboooobobooon
oobooooooooboooobooooboobooboon
ooboooboboooboboooboooOooobobooboono
oooooboooogon

go03@Cooooo)ooooooooooooon
gbgboboobdoboboboboobobobaoba
gooooooobooon

O2000000000000DOO00O0ODOODOO
OO00oo0ooO000oO00ooOoDoOooog k-00Do
000000000 000o0n p@yDoooOoOO
000 p(yl9) 00000 j0000040 k00000
oboooooboooogn

3 UUbk0O0onobg

ooboooooo.:000000000000 kDO
gboooboooobooboob:0b00000000
gbooobOoboooobooboooobooboooonog
goooooobobooooboooooooobobooo
OO0o0o00oOo0ooOo0oooOoOoooO eloooo

31 OJO0OOoOobooon

kOOOO0O00OO00O00o0O0oO0oooooooogo
0,;,0000+¢0000000000p@ykoood
goddodo..0o0o0oboooooboooobooooo
good

p(il)) + Y p(ili) =1 @

JEN;

000 j0:00MO0000000p(l)=00000
Op@) 00000000 kKOO00OOOOOOOOOO
uboooboooooogn

OO p(js)00000DOOOO0OOOOUODOOODOO
ooooooooo«:000 kO000DOOO0O0O0OO0
U0 cOobOOobobo0oobboobobooobobbon
ubobooboobooooboooooon

coooOmiOODDDOOOOOOOOOO0OOOO
000000000000000000000p(jlk) =
l(1—(51-,j)|:]DI]DI:II:II:IDDDIZIDIZIIZIIZIDIZIDIZIIZI

k
goooo

Hy=— > p(jli)Inp(jli)
JEIUN;

00000000000 mkODOODOOODODO
O00o00ooOoooooo e oooooo k0oon
goooooooootooooooooooooooa
00000000000o0oo0ooooooo o

J0ddooo0bod0oooooboooooooo
goooooooooo

(di) = Z di,jp(ji)
JEN;

gobooobooooboooooobooooooooo
00000000000 p(jls) 00000000000
obooooOoboooooooboooon

min(d;) st.effi=¢ OO0DO (1) (2)

H; 000000 1)o0ooUoouooooooOp(le) o
oooobooogn

p(jli) = —-e = 3)
goooooooobono Zzooooooooooooa
4;
Zi=1+Y e o (4)
leN;

oboob0 ;0000 cObOO0Ob0OO0O0O0O0O00o0o0o0Oo
gbooobooboooobooboooobobooboonog
o000 d,; 000000000000000 0; =10
gboooboboooboobooooooo

3.2 000000

000000000000000000 p(jli)0 3(j)i)
0000000000000000000000000

lppO0O0000000000000000 HintonO OO Roweis
00000000000 [8)0



obOooooooooooooooboobobooooa
ooo

e(Ni) = > plili) )
JEN;

aN:) = Y plili) (6)
JEN;

0000 0000000000000000000
0000000000000000000000000
0D00k000000000000000000000
0000000000 A0000AN;00000e(AN)
0e&(N;) 000000000000 0000000
0000000000000000000000000
0DO00000oO00ooon

O<€i<

<o ™

ooobooooobobOeO0OOooOOoOoOoooOoOoOoon
goob.000000000b00ooooooooog
gboooboobooooobooooobooboooo

obooobooooooooo.0000000000
{00000 FO00O0O000O00O000D

E = max {|e;(N;) — & (N5, }eZ(M) - é@(/\TZ)H (8)

ooboooobooooboooooboooooobooboon
O @0Oo00000000000OD00000o0oooo
goboooooboooobooobooboobboobbo

33 000000

goboooobobooobooobobooooooooon
uboobooooboooooooooboobooooo
oboooooboooboobooobooobooonogy
bobo0oo0ooo0o00:0000d;; < 1000000
04«0 00000 p¢l)000000000O0O0O0OE
uobodobooobooooooooooobobooo
oooboobooooooooobooooooooon
ooboobooooboooobooobbooobooboobooo
0000000000000 [3,21000000000
gboooboboooboobooboobooooono

ooboboooobbOe,00000000000000
goboooobobooooboooobooboooboooooo
OO0 k0000DOO0O0DO0OO0ODObOOOOoDbOOO
uobooobooobooooboooobooooooo
oobooooboooooooooooboooobooboon
00000000 [4)00000000000k=20
00300000000 000000ooDoO0oooDoO00n
OO00o0oDoO0o00b0 k0OO0OO0O00DOODO0O00ODOO

0000000000 A0D0O0O00DOOO0O0O0DOOO
0000000 TN?0 kN?2000000000000
ONDO(0)OODOODODOOOoOoOOoooOoooo
0000000000000000000000000
00000000000 00O0000D0000000n
0ooooooo

4 00O

gobooobooobooboooobooooog
ooooo0ooOoDbDo0ob0OoDoOoDbooOob0 10000
goboooobooooboooooboooboooboooo
uobodoobooobooobooooobobobooo
oobooooboooooooobooooooooooon
oobooooboooobooooboboooboooboooo
oobooooboooobooooboboooooooooo
O PCAOOOMDSOOOOODO [8,4000000
OO0ooopooooooOoooooOoOo[elooood
ooo

41 ODOO0O0OOO0

MotorCurrent OO0 O OUCROOOCOO [7]O000O0O
000 MotorCurrent0 D0 00000 0OD0 30000
0000000000000 00 *healthy'DOOON =
2007 =1,5000 0000000000000 00 10
020000000 “Lbrokenbard OO0 O0OODOO
0o T:l,OOODDDDDDDDDDDDDDDDD
0000000000000 D0z, 00 29000000
odboodo0Uooooooouooooooooooo
goooooooooooobbboibibiUez O 2o O
goooooooooboooooooood

MachineO OO OOOOOO0OO0OOOO 61000000
000000000 l1d000bD0ooooooo 10
doddoooooooooooooooboboooon
00o00oD0oooooooooooooooog 0.2
O0000O0DooO N =610T=30000000000
O000oooooooooOooOOoOOOoOoOo 3000
doddoooooooooooooooboobboog
00000 10000 200 40000000000
odbooodooooooooooooooooooo
goooooboboooddoooooooooooo
gododdooooooooobooooooooog
00ooooDooooooooooooooooooo
odoooooooooouooooooooooooo
goooooooon



(a) reference

NAVAVAVAVAV
ANNANANAN
VAVAVAVAVAVS
\VAVAVAVAVAN
ANNNNS
VAVAVAVAVAV
ANNANNAN
NNANNN/
\VAVAVAVAVAN
NNNNANS
VAVAVAVAVAW
ANNNANAN
NNANNN/
\VAVAVAVAVAN
AANNNANS
VAVAVAVAVAV
AVAVAVAVAVA
VAVAVAVAVAV
\VAVAVAVAVAN
ASAYAVAYAYS

(b) target

NNANNN

0 500 1000 1500
time

500 1000
time

0 3: MotorCurrentd 0 OO

42 0O0O0OO

SammonO0 000000000 D0O0O0OODOOOOO
OooDoooooooOo sammodOOOOOOOO 4
00 5000000000000 00oooooggg
DO000O0O0Sammon] 00O [1]0 MDSOOOOOO
00o0o0oooooMbDSOOOOOO0OoOooooooo
OO0O00odooooo MbsO PCAOOOOOOOO
O00000dU0oooouoooguoooomPCA
gobodoobooooboooobooooooa
gdoboodoouooooooaa

MotorCurrentO OO0 0O Sammord 0D OO0 40000
Ddd000odU0oooouDooooooooooon
5000000000000 00000O0O0O000000
O00ddddx 0200000+ 0 ‘x0000
000 ooooooo(Gooooooooooood
00dd0ddooooooooooooogggaa
goddobodobdooboouoooooobooa
0o0o00ooooooooooooooooooogg
Odo0oo0ooduooooguoooon

OOdOMachineDOOO Sammord D OO O 50000
00000 (0000000 ()DOoO00o0ooooo
0o00dddooooooooooooooooggg
ooooooooow,'x,and'x OO0O0OO0OO0O0OO
goddobooooobooobuobouoooobooa
oodoooobooooouooouobooooobooa
oo0ooo0ooooOo0ooooooogoooooo PCA
000000000000 000000UUUOOO
O[@BlooooooooooooMbsoonoooon

—
Q
=
@
100
L
&

(b)

50

2nd axis
5 0
I L
2nd axis
50 0
I I

100

& "] &

-150 -100  -50 0 50 100 -100 -50 [} 50 100

1st axis 1st axis

0 4: MotorCurrentd 0 00 SammonJ 000 (a) 0 O
Oo0Ooomoooooog

o
2nd axis

2nd axis
-20 -15 -10 -05 00 05 10
o

-20 -15 -10 -05 00 05 10 15 -1 0 1 2

1st axis 1st axis

0 5: Machined 000 Sammord D 00(@)ODOO0O0O0O
(pyOOooooo

0000000 00ooooooooooooog 4o

00000 60 MotorCurrent DO OO OO OO4d
000 k=30000000000000000O000O0
0odo00oOooooooooooDOooooooog
o, =1000000040000000000000
00oD00oo00oooooooooooooooooo
0000000000000 00ooood00ez O 2
odod0D0dDOo0o0oOoDoDoUOooOoDOooooog
00o00000D00o0ooooooooooooog
s 00 0000000000000 0D00O0000O00
oooooooooooo

070 MachineDODOODOUOOQOUOODODOODOO
000 110000000000 000020000-0
00o00o00oO0oooo l1lo00ooooooooog
odbooodooooooooooooooooooo
odoooooooooooo-ooo00oooooog
00000000o0ooo0ooooooooooooon
00000000k >400000 kOODOODOOO
dodoooDoooooUooooooDOooooooog
O0000o0o0ooo 400000000 5(@MO0O0
0O+ 000000000000 000oooooog
odooooooooooooooooooooooo



0.006

0.005

0.004

0.003

0.002

0.001

mmmmm
aaaaaaaaaaaaaaaaaaaa
xxxxxxxxxxx

0 6: MotorCurrent OO OO OO0O0O0OO

0.5
k=1 Y
I |
= 18} ) La—h F—m 1
0.5
k=2
1
0T | o e I I—x 7] T3
0.5
k=3
1—1 |
0 e | N A 5 W N 5 sixl—t
0.5
k=4
0 iu " I RPN LT T . liii--l
0.5
k=10 -
H -
0 X Hi 1 | T N IR YR 1 I thihad

sensor index

O 7:MachinelDOOOOOOOOOOOO AOOOO

gbdgboboboboobobobobobobaba
gbooobooboobgooobooboobooboo

S UoO

gboooooooboboooooobooboooo
oobOoobooobooooobbooooooooon
gbooobOobooooobooboooooboboobooonog
goooooobooooooboooobooooobbooo
uboboooboooboooboooooooobobooo
ooooboooono

oood

[1] T. F. Cox and M. A. A. Cox.Multidimensional Scal-
ing, 2nd ed.Chapman and Hall, 2001.

[2] J. Goldberger, S. Roweis, G. Hinton, and R. Salakhut-

dinov. Neighbourhood component analysis. Ad-

vances in Neural Information Processing Systems, 17

pages 513-520, 2005.

[3] G. Hinton and S. T. Roweis. Stochastic neighbor em-
bedding. InAdvances in Neural Information Process-

[4]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

ing Systems, 1pages 833—-840, 2003.

T. Idé and K. Inoue. Knowledge discovery from het-
erogeneous dynamic systems using change-point cor-
relations. InProc. SIAM Intl. Conf. Data Mining
pages 571-575, 2005.

T. Idé and H. Kashima. Eigenspace-based anomaly
detection in computer systems. IRroc. ACM
SIGKDD Intl. Conf. Knowledge Discovery and Data
Mining, pages 440-449, 2004.

T. Idé, S. Papadimitriou, and M. Vlachos. Comput-
ing correlation anomaly scores using stochastic near-
est neighbors. IProc. IEEE Intl. Conf. Data Mining
page (to appear), 2007.

E. Keogh and T. Folias. The UCR time se-
ries data mining archivehftp://www.cs.ucr.
edu/ ~eamonn/TSDMA/index.html  ]. 2002.

S. Papadimitriou, J. Sun, and C. Faloutsos. Streaming
pattern discovery in multiple time-series.Rnoc. Intl.
Conf. Very Large Data Basgpages 697—708, 2005.

S. Papadimitriou, J. Sun, and P. Yu. Local correlation
tracking in time series. IRroc. IEEE Intl. Conf. Data
Mining, pages 456—465. IEEE, 2006.

J. Sun, H. Qu, D. Chakrabarti, and C. Faloutsos.
Neighborhood formation and anomaly detection in bi-
partite graphs. Ifroc. IEEE Intl. Conf. Data Mining
pages 418-425, 2005.

J. Sun, Y. Xie, H. Zhang, and C. Faloutsos. Less is
more: Compact matrix decomposition for large sparse
graphs. InProc. SIAM Intl. Conf. Data Mining2007.

J. Takeuchi and K. Yamanishi. A unifying framework
for detecting outliers and change points from time se-
ries. IEEE Trans. Knowledge and Data Engineering
18(4):482 — 492, 2006.

K. Yamanishi, J. Takeuchi, G. Williams, and P. Milne.
On-line unsupervised outlier detection using finite
mixtures with discounting learning algorithmBata
Mining and Knowledge Discovery8(3):275-300,
2004.

X.Yang, S. Michea, and H. Zha. Conical dimension as
an intrinsic dimension estimator and its applications.
In Proc. SIAM Intl. Conf. Data Mining2007.



